Thin Client User Manual

Thinlnx OS

Thin Client User Manual

1/37



Thin Client User Manual

Table of Contents

[T eTe [T ot Ao [Ty o 1] 4 e T o 1T SRR PPNt 3
O (=T g Yol (<o [T ] o PSPPIt 3
Y AT (U F- | W0 (=T 4 o o PR UPPPRN 3
I I o 1T o I el =T oL Y2 =T o o ISR SRPRRN 3

CoNNECION CONTIGUIATION ..........c.oiiiiiiiee ettt et e e te e st e s te e s te e be e beebeenbeenseenbeenseensbeensean 5
L. IMIS RDP SEIEINGS eeuviiiiiiiiiiiiiiiee ettt e e e e e st e e e e s st e et e e e e e s asbeeeaeesesssssaaaeeeesasasbaneaeesaansnss sessnnsanneeessnnnnnren 5

(1) RDP PrOtOCO! SEHINES .ooveviceieeieteiteeteeteeteeteet e teeteste e e eteeteeteeseeseeseessesesseesesasesesseeseeseensensensesssasessessestesseeneeseseas 5
(2) FUNCLION SETLING INSTFUCTIONS  .viiviitictiieictietct ettt ettt ettt et et et et e be et e besbeebeeteeteessessessessesansesseetesteereesas 7
2.1: Network-level aUEheNtiCAtioN .......ocuiiiiiiiiiiie e are e e s bbe e s s abe e e saraeas 7

2.2: USB StOrage redir@CHiON .....iii ittt e e sttt e sttt e e sttt e e s b be e e sabe e e s abe e e e nabeeesnanaeeeaabaeean 8

2.3: SOUN OULPUL FEAIFECLION  .eiiiiiiiiie ettt ettt e et e e e s bte e e st e e e sbbe e e sataeesabeeesnabeeesnnnen 10

Y oY Tl T oY o TU ) f ¢ =Yo | T Yord o o H PSPPI 11

2.5: MURIMEdIa redir€CHION oottt et e e st e e s s be e e s sabaeessabaeesssteessaneas 12

I o 4101 (=] o 4 =T o] o1 1 o = U U PP PUPPPTPN 13

2. REANAE SPICE SEELINGS ..eeiitiieiieitiieiie ettt ettt ettt e st e et e st esat e e sat e e sae e e sbe e e st e s beeeabeesabeeeaseesabeesnnen seenseesares 17
(1) SPICE ProtOCOl SETHINES .vicviitiieietiiiietietieieiteet e et e teeteete et eteete et et eaesbesbeebeeteebeebeessessessessasassessastessesteessensessensas 17
(2) FUNCLION SEHING INSEFUCLIONS  .ocvivieietiictiitiieteete ettt ettt e b te st e s se et essebe et eseebebeseebeseseebensesesbensesenee 20
2.1: USB redir@CtioNn SETEINES ..ccuviiiiiiii ettt e e erte e e et e e e ata e e s ataeeesabeeesensaeeeeasaeeesasaeeeensseeennsens 20

2.2: SRP protocol and SSO SINGIE SIBN-0N ...cccuiiiieiee ettt e et e e e s e e e e tr e e eearae e e sbaeeeebreeeennes 21

SV A\ VT [ IR =3 PPN 22
(1) VMWare PCOIP ClIENT SETLINGS ..ciiveiericieiitiietiiteeeteetee et e e et e et e s esesbe s e sesbessesesbessebebeseetesseseebensesesbensesenns 22
(2) Vmware horizon client 0gin VErifICAtioN ........cccciivieeiiirieisieiee ettt st 23

4. CitriX RECEIVET SEITINGS  ooveriieiiiiiiiiiieee e ereree e e s et e e e e s sttt e e e e s ssabareeeeesesassbareaeeeesssssesaeeeseesanssaneaessensnns seessnnse 25
QD ) {3 5 15 Qe 1T=T o A=) Y= 25
(2) Citrix receiver 10Gin VEFIFICAION  .......c.coiciiiiiiiiiieite ettt ettt et teeteete et eae e s e s ebessesbastesreeteeaeersensenean 26
(3) CertifiCAtE IMPOIT .vecvieeieieieiecte et et ete ettt ettt et et e et e eteeteeteeteeteessessesbe b esbesbestaebeeaeetsessessensesanbessestastessbantestens 27

Dt HUGWEI SETEINGS  .eeeeiiiiiiie ettt e et e s et e e s b et e s e s b et e s mb e e e s ne e e e s e nr e e e s mnn e e s amreeeeaane sneeesenreeesnnees 29
(1) HUGWEI CONNECTION SETLINGS .vicviitieiiitietietietiett et et e cte et e e teere et e eteeteete et esseae st e besteebesteebeessessessensensensessaasestesresas 29

B FIrEFOX SEULINGS ooiueiiiiiiiii ettt ettt e e ettt e e ettt e e etaeeeebaeeeeatbeeeeassaeeeassaeaeastaseeansaeeeansaaaeans sesbeseesreeesasnens 31

SYSTEM SEEEINES ...oiiiiiiiiiie ettt e e e s s sttt e e e e s e st bt e e e e e e s e saaaba b e aeeee e e s anbebaeeee srrbeaaeeeeeans 32
A = 0 0 IR [ Y= U USRRPNE 32
2. DEVICE TIMIE  ceeieiiiieeeiiete ettt ettt e e sttt e e ettt e st e e sttt e e e ab et e sase e e e sa b et e s abe e e s amse e e e sabbeesenss et e sanseeesanbee e eeesanreeesannneessnranenan 35
S |V T F= Y= (T 0 U= o A= o ¥ =P PPPPUUPN 35
O N VYo T o [ T Y= =T [ o - PP 40

2/37



Thin Client User Manual

product description

1: Remote desktop

Remote Desktop ------- People engaged in IT technology should have used. Built-in Windows, XP Remote
Desktop RDP (Remote Desktop Protocol) protocol, So that users can log in, access to and use of target
Desktop from other computers remotely. The RDP protocol was originally used by Microsoft as an access
protocol for terminal services on Windows servers, Implemented multi-user mode on Windows server,
Enable users to remotely use various applications on the server without installing any applications locally.
This technology is to transfer the running interface on the target machine to the user's actual operating
machine screen, A series of peripherals such as keyboard and mouse are transmitted to the target machine

to realize the interaction.

2: Virtual desktop

Virtual desktop ------- Also known as desktop virtualization (VDI), It refers to the computer's desktop
virtualization, in order to achieve security and flexibility for desktop use. Is a server-based computer model, And
with the help of cloud terminals, administrators and users can get the advantages of both methods at the same
time; All desktop virtual machine hosted unified management of the data center; At the same time, users can get
a complete PC experience. Users can access the same user experience as traditional PCs through thin clients or

similar devices on LAN or remote access.

3: Thin client system

The operating system currently used by thin clients is embedded Linux, Safe and reliable, has good stability,
Provide simple and fast operation interface, Simple maintenance, easy upgrade, energy saving and power saving,
Help users to quickly implement virtual desktop solutions. The following is the desktop of the thin client after

entering the system; As shown below:
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Yirtual Desktop Client

Remote desktop client
Wersion 3.0 {120118)

YOI Item: 172.16,128.8

Setup ‘

Thin Client Support VMware Horizon View, Citrix XenDesktop / XenApp, Microsoft RDP10 / RemoteFX,
Redhat RHEV / oVirt / OpenStack, Huawei FusionCloud, ThinWork virtual desktops and other solutions.
In the "virtual desktop client" interface, click "Connection Settings" Users can choose the corresponding protocol

type according to the virtual desktop environment used; As shown below:

Connect. Settings

% @ % A% @ ]

VMware Citrix Microsoft | Redhat Huawei Firefox

Item Hame |'\-'III Type |Ser‘uer‘ Addreszs AutolConnect
172,156,128, 100 YHuware PCOIP 172,16,128,100 MNa
172,116,128, 200 Citrix ICA 172,16,128, 200 Na
172,16,128,8 M5 RIP 172,16,128.,8 Yes
172,16,128,199 Redhat SPICE 172,16,128,159 MNa
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Connection configuration

1: MS RDP settings

Suitable for Microsoft Remote Desktop Users,The remote desktop client supports win7 / 8/10, Win2003 /
2008/2012/2016/2019 systems, and provides RDP7.1 /8.0 /8.1 / 10 support.

(1) RDP protocol settings
In the "Virtual Desktop Client" window, click "Connection Settings" to enter the settings window. Click to select
the "Microsoft" icon to create a new connection, Create "MS RDP Connection", The following figure shows the

MS RDP connection setting window.

Conrnect Settings
= ' A : i
% b [ S S
ViMware Citrix Microsoft Redhat Huawei Firefox
M5 EOF Client Settings
Ttem Mame
172.18.128  BIP Client Setting
172,1E,12§ Ttem Mame: AutoConnet.
172,156,128
172,145,128 RIS fddress: |
RDS Type: Win#PA 2003 & Lin? /2008 WinB 020122016
Uzername; Autologin HLA
Fazzword: Domaing
Color Oualitys: ® 32 Bit 16 Bit 206 Color

Image Optiohs:

W theme and background

Compreszed data

Bitmap Cache

Redirect?: FemoteF Audio—out Serial
Hultimedia Audia=in Prarllel
USE Storage Permizzion: [ % Read Fead and Write 1
USE Device 7
Printer -
Remoterpp AppProgram?
Save Cancel

Function option description:

® Connection name: The connection name can be set according to user requirements.

® auto connect: When Auto Connect is checked, the configuration will automatically run when the thin client

starts to connect to the remote desktop.

® Terminal server address: RDS or terminal server address; The default communication port is 3389, The user

can customize the connection. [Such as: The address for accessing the virtual desktop is 172.16.0.211; You

can enter 172.16.0.211 or 172.16.0.211:3389]
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Agreement version: According to the system that will access the server version of choice.

Such as: When you want to access the remote system is win7 or win2008 is chosen Win7 / 2008.

® VvV & o

RIS Types Win¥P/ 2002 '..‘ Win? /2008 Wing 10/2012/2016

user name: User name to access the remote server.

password: Password for accessing the remote server.

domain name: The default is empty. (Note: When the remote server has an AD domain, you must fill in the
corresponding domain name; If you have not joined the domain, you can set internal or leave it blank)
Color quality: The default is 32 bits.

Image options:

Desktop themes and backgrounds: Desktop backgrounds and themes, But it will increase server load. (The
default is selected)

Compressed data transmission: Connect with the server to compress and transfer the data.

Bitmap cache: Use the bitmap cache to optimize the display effect on the client.

Mapping options:

RemoteFX: Achieve working in remote Windows Aero environment, watch videos, and Silverlight
animations, vGPU, applications run smoothly (required)

Sound output: Realize the server sound redirection output to the client for playback.

Sound Input: Implement client sound redirection to the server.

Serial and parallel ports: The client serial port and parallel port are redirected to the server. (With serial or
parallel port product support)

multimedia: Implement server-side multimedia player redirection to the client.

USB storage: Redirection of U disk or mobile hard disk to the server, Permissions can be set to read-only or
read-write.

USB device: Implement USB device redirection, Such as printers, scanners, etc. USB devices, Supports the
RemoteFX enabled virtual machine environment.

printer: To enable the thin client to connect the printer to the server for mapping; (Need to add the printer
model in "System Settings", Only then can the mapped printer be selected in the Printer List. As shown

below: "System Settings" Add Printer Setup)

Printer Settings

JEF'Sl Part:| LPT Mode
M
P2 Port: USE Mode
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(2) Function setting instructions

2.1: Network-level authentication
Microsoft RDP supports network-level authentication.
If "Network-level authentication" has been set on the server, You need to check "NLA Authentication" in the "MS

RDP Connection Settings" interface, To keep consistent with the configuration of the server. Finally click "Save

and Exit"
M3 RIP Client Settings
RIOF Client Setting
Item Mame: 172,16,128.8 " futoConnet
RDS Address:  [172,16,128.8
RIS Tupe: WinkP 2003 # | ind 2008 WinBS 102012 /2016
llzername: Autalogin u‘ MLE
Password: Domaing
Calor fualitys: # 32 Bit 16 Bit 256 Calor
Image Options: | theme and background Compressed data Bitmap Cache
Redirect: RemoteFy Audio-out Serial
Multimedia Audio—in Prarllel
II1SE Storage Permizziont [ * | Read Fead and Write ]
ISE Device il
Printer -
Remotefpp AppPrograms:
Save Cancel

After completing the NLA authentication setup, Return to the "Virtual Desktop Client" interface and click
"Connect"; A login window will appear with "Username" and "Password", "Domain", After entering the login

information, click "login" to log in. As shown below:
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REMOTE LOGIM

) Welcome F #wes
Login vDesktop

zername: |adminiztrator

Pazzword: | e

Domaing |interna1|

Login Cancel

2.2: USB storage redirection
Microsoft RDP supports USB storage settings redirectionl Mount U disk to remote computer by network disk 1.
Set up USB storage redirection, Enter the "MS RDP Connection Settings" interface and check "USB Storage" [ At

present, the client can implement "read-only" and "read-write" functions.] Click "Save and Exit".

M5 ROF Client Settings

RIF Client Setting
Ttem Mame: |172,16,123.8 ' futoConnet

RDS Address:  |1¥2,16,128.8

RDS Type: [ WinkPA2003 & Wind /2008 I Min8A10/ 2012/ 2016
Username: Autologin 1 NG
Pazswords: Domaing
Color Quality; (=) 32 Bit I 16 Bit I 256 Color
Image Options: |+ theme and background Comprezsed data Bitmap Cache
Redirect: Remotef X Audio-out Serial
Multimedia Audio-in Prarllel
Permizziong [ *) Read I Read and Write ]
ISE Device i
Printer hd
RemoteApp AppProgram:
Save Cancel
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Log in to the access device after setup, Open "Computer" or "My Computer" and you will see the network disk

named by the thin client. As shown below:

[t
O'\_/'I |ﬁ » Computer » it | *r | | Search Computer AP
Organize » System properties Uninstall or change a program Map network drive Open Control Panel D, Sy | @
0 Favorites 4 Hard Disk Drives (1)
B Desktop Local Disk (C:)
4 Downloads g‘/ - —
118 GB free of 19.8 GB

=l Recent Places
4 Devices with Removable Storage (1)

. Libraries $a
% Documents = & CD Drive (D)
&) Music .-

[=] Pictures 4 Other (1)
Vid
E i —— ush on TCO01
BF  Syctem Folder
M Computer -

£, Local Disk (C)

For example: when connected to a USB flash drive, click on the "usb on TC001" network disk to see the contents
of the USB flash drive.

(=[O sl
J% |5 » Computer » usbon TCOOL » ¥ | *¢ || Search usb on TCOOI pe
G- o] |
Organize + = v [ .@.

= Date modified Type = Sze

- Favorites
Bl Desktop J sdbd File folder
& Downloads

= Recent Places

4 Libraries

o .
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2.3: Sound output redirection

Microsoft RDP supports sound output redirection.

Set sound output redirection, Go to "MS RDP Connection Settings", check "Sound Output" and click "Save and

Exit". As shown below:
M5 RIF Client Settings

RIOP Client Setting

Image Optionz: (v theme and background

' futoConnet

Item Mame: 172,16,123.8
RDS Address: |172,16,128,8
ROS Type: () WinkP/2003 (&) Win7/2008
llzername: Autologin
Pazzword: Domaing
Color Quality: (e 32 Bit () 1E Bit

Compreszed data

Fedirect: RemoteF ¥ ' Audio-out
Multimedia Hudio—1in
Permizzion: [ (®) Read
ISE Dewice
Printer
RemoteApp ApFProgramn

7 HLA

() WinB/10/2012/2016

() 256 Color

Bitmap Cache

() Read and Mrite ]

Cancel

When you check "Sound Output", enter "Control Panel" in the remote server, open "Sound" and click "Play". You

will see "Remote Audio" or "Remote Audio". As shown below:

@U -l@ v Control Panel » All Control Panel tems »

% Spund

Adjust your comp

Playback |Recording ISounds I Communications

Select a playback device below to madify its settings:

P Action Center
W Backup and Restore

g Remote Audio
@ Default Device

g2 Device Manager
'@3 Ease of Access Cent
=l Getting Started
ﬁ‘,lntemet Options

F Mouse

il D el
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2.4: Voice input redirection

Microsoft RDP supports voice input redirection.
Set up sound input redirection, Enter "MS RDP Connection Settings", check "Sound Input" and click "Save and
Exit". As shown below:

MS ROF Client Settings

RIP Client Setting
Item Mame: |172,16,123.8 " futoConnet

RIS Address: | 172,16,128.8

ROS Type: Wi P 2003 ® ) Wind 2008 WinB 102012/ 2016
lsernamne: Autalogin w1 HLA
Pazzword; Domaing
Color Ouality? ® 3P Bit 16 Bit 206 Colaor
Image Optionsy | theme and background Comprezzed data Bitmap Cache
Redirect: RemoteFs v fudio-out Serial
Multimedia JkﬁUdiD‘in Prarllel
] USE Storage Permizzion: [ * | Read Fead and Write ]
ISE Device i
Printer b
RemoteApp AppProgram;
Save Cancel

When you check "Sound Input", enter "Control Panel" in the remote server, open "Sound", and click "Record" to

see "Remote Audio" or "Remote Audio". As shown below:

=
U 9 ||§ » Control Panel » All Control Panel tems »

L," Sound | @

Adjust you [ C
Playback| Recording |Sounds | Communications

Select a recording device below to madify its settings:

'F" Action C¢ g £
@ bt 7 Remaote Audio

77 Date and % Default Device

=24 Device M

'@' Ease of A
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2.5: Multimedia redirection
Microsoft RDP supports multimedia redirection.
Set up multimedia redirection, Enter "MS RDP Connection Settings", check "Multimedia" and click "Save and

Exit". As shown below:

M5 RIP Client Settings
RDP Client Setting
Ttem Name:  |172,16,128,8 v AutoConnet
RDS Address: |1?'2,1E.128.8
RDS Twpe: () WinXP/2003 () Win7/2008 () Wing/10/2012/2015
zernames | || Autologin |w NLR
Password: | Tomain
Color Quality: (e 32 Bit () 24 Eit. ()16 Bit () 258 Color
Image Options: I_?]' theme and background I_:I Comprezsed data I_:_I Bitmap Cache
Redirect: | | RemotefF: v Budio-out || Serial
K Hu ¥ Audio-in || Frarllel
[+ USE Storage Permizzion: [ (® Read () Read and Mrite ]
[ | USE Device - |
I:_I Printer v |
|| Remotefpp APPPragram:
Save Cancel |

[ Note: When "Sound Output" is not checked, then "Multimedia" is checked. This option will be checked
automatically. ]
Log in to the remote server, Running Windows media player to play multimedia (such as MP3 movies) will

automatically redirect to local playback. As shown below:

@ R
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2.6: Printer mapping
Microsoft RDP supports printer redirection.

Set the printer mapping operation process:

1: The printer driver that needs to be mapped has been installed on the remote server; Note: The name of
the printer on the server cannot be changed. Use the default name.

2: Click "System Settings" on the "Virtual Desktop Client" interface and click "Modify"; [ After clicking
"Modify", the display settings, printer settings, sound management, configuration password, network settings,
etc. in the system settings can be edited] ; Check "Printer PS1" or "Printer PS2" in "Printer Device", The port type
of the printer supports "LPT, COM, USB"; Type the model of the connected printer in the Model box, Such as

Conan ip1800 series. As shown below:

Setup
Display Settings Metuwark Settings
Resolution: Auto w | Color Quality: 32 Bit - Teedes haes | RN
MetType: (®) Enternet Wireless
TouchS: Tual 5 3
pHEraErEEn vas werEEn HAC Address: 003018590897
Power Settings Addrezs Type: Static (®) Dynamic
Standby: © w | minute  Suspend: 0 w | minute IP Address:
Audio Subnet.;
audio—out: Built-in sour - audio-in: Built-in sour = Gateuay:
Printer Settings INS Serverd:
/kPSZL Fort:| LPT Mode NS Serwer2s
COM
pPs2  Fort: USE Mode Wifi Settings
5510
Language: Pazsword Settings
Encrypt: -
th T B Set Paszword ® | Mot Pazsword
Uzer:
B Paszword: =&
# English Re-Enter: Pt
Manage Het-tools Time Save Exit

After setting, click "Apply", When prompted if you want to restart the system, click "Yes". [ Note 1: After setting

the system configuration, you need to restart the thin client to take effect; Note 2: The printer must be turned on

first, otherwise the printer mapping cannot be successful ]

3: After restarting the thin client, enter the "MS RDP Connection Settings" interface, check "Printer" and click

"Save and Exit". As shown below:
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M5 RIP Client Settings
RIOP Client Setting
Item Mame: |172,16,128.8 [+ AutoConnet.
RIS Address;  |172,1E,128.8
ROS Type: () WinkP/2003 (&) Win7/2008 () WinBA0/2012/2016
lzername: I: Autologin |+ HLA "
Passwards; Domaing
Color Duality: (=) 32 Bit O ) 1E Bit () 256 Color E
Image Options: |+ theme and background I: Compreszed data I: Bitmap Cache
Redirect: | | RemoteFH [ | Audio-out [ | Serial
[ | Hultimedia || Audio-in [ | Prarllel
|: IISE Storage Permizsiong [ -@- Read -:- Read and Write 1
|: USE Dewvice 7
¥ Printer Conan iplBi0 series -
ke
|| RemoteApp AppProgram:
Save Cancel

[ Note: If no printer is added in the system settings, the following prompt will appear; As shown below:]

Pazzwords: Domaing

meszage x

Color Oua lar

Image Op Mot find printer,please goto [Setupl add printer! Bitmap Cache
Redirect:

Sk i bite ]

|| USE Device -
I%Printer‘ -
|: RemoteApp AppProgram:

Save Cancel

14 /37



Thin Client User Manual

4: Login to the remote server, Enter the system control panel, View printer mapping connections, You can see the

printer redirected connection, "printerl". As shown below:

i |u\ E_ﬁ « Hardware and Sound » Devices and Printers - | +y | | Search De

Add a device Add a printer See what's printing Print server properties Remove devi

4 Devices (1)

ADMIN-PC

4 Printers and Faxes (2)

Fax printarl
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2: Redhat SPICE settings

For KVM (kernel virtual machine) virtualization environments, Support Spice protocol: HD video, USB

redirection, audio output input redirection, etc .; currently supports Redhat RHEV / oVirt, thinWork, OpenStack

and other virtualization platforms.

(1) SPICE protocol settings

Click "Connection Settings" on the "Virtual Desktop Client" interface and click "Redhat" to enter "Redhat SPICE

Connection Settings". As shown below:

N

VMware

Connect Settings

@

Citrix

~

Microsoft

LL ]
SPICE g@ c Exit
Redhat Huawei Firefox

Ttem Mame

172,168,123,
172,16,128,
172,16,123,
172,16,123,

SPICE Client Settings

Redhat SPICE Client Settings

Ttem Mame: AutoConnect
Url address:
Optionz:
Flatformg oirt or RHEW * | Thinbklark Browser
lzername § Paszwords
Damaing Part: 5300

1 |ISE Redirect

ThinYirt Option:

Image Aocceler

USE Storage:

USE Rules:

1I5R M A==

 fudio Redirect Single Sign On

SRP Options Shut WHS

Permizzion: [ ® | Read Read and Write ]

Vendnr TTI Pradust. T Artinn

The above interface users can add new login settings.

Login configuration instructions:

For example, the accessed SPICE server address is: 172.16.128.199.

When accessing a virtual machine in the server, the settings on the SPICE connection interface are as follows:

® Connection name: Set by users as required. Example: 172.16.128.199

® Connection address: The address of the Spice server to be accessed.Example: 172.16.128.199

® Virtualization management platform: There are three options "based on ovirt or RHEV, libvirt based,

browser based".

(a) Based on ovirt or RHEV settings:

When "based on ovirt or RHEV" is selected, the user name, password, and full domain name will be entered.

® username: Login account, that is, authorized user.

® password: Password corresponding to the login account.

®  Full domain name: The default domain name is "internal", Or full AD domain name, Example: abc.com

After configuration is complete, click "Save". As shown below:
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Fedhat SPICE Client Settings

SPICE Client Settings
Ttem Mame: |172,16,128,20 AutoConnect

-l address: 172,16,128,222

Optionst
Platform: oirt or RHEW * | Thinkark Browzer
Uszername: Pazsword}
Diomaing Paort:
~ USE Redirect ' fudio Fedirect Single Sign On

ThirMirt Optiong

" Image Acceler Shut WHS

USE Storage:  Permizsiont [ * | Read Fead and Write 1

Exit "SPICE Connection Settings" to "Virtual Desktop Client" and click "Connect" to enter the virtual desktop list

interface. As shown below:

SPICE wlesktop list »
win
Pleaze click to connect Exit
Select operation: -

[ Note: When an authorized user has only one available virtual desktop, the client will automatically connect to
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the virtual machine. If a user has multiple virtual desktops, the user's virtual desktop list window will pop up for
the user to select a virtual desktop and log in] The following figure shows a user with multiple virtual desktops.

As shown below:

SPICE wlesktop list b 4
winl win
Pleaze click to connect Exit
Select operation: -

(b) Based on libvirt settings:

Supports virt-manager or libvirt management platform settings.

Redhat SFICE Client Settings

SPICE Client Settingsz
[tem Mame: [172,1F,44,20 | fAutoConnect

Url address: |172,16,44,223|

Options:
Platform: () oVirt or RHEY (®) Thinkork () Browser
Uzernamne: Fazzwords:
Domaing Fort: 5900
" |ISE Redirect ' fudio Redirect Single Sign On

ThirMirt Option:

Image Acceler SEP Options Shut WMS
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After setting, click "Save" and "Exit" to the virtual desktop; Click on "Connect" system is directly connected to the

virtual machine.

(2) Function setting instructions

2.1: USB redirection settings

The default setting is to enable USB redirection and sound redirection. As shown below:

Fedirect:

IE-'T USE Redirect | ||+ fudio Redirect | | | Single Sign On | | SRP

| Permizzion: [ (%) )] 1

|_ -

The user logs in to the virtual desktop using the SPICE protocol, After connecting the USB flash drive, you can
check the USB device redirection by moving the cursor to the middle position above the computer desktop.

As shown below:

Click the "USB Device Selection" button, A USB redirection option window will pop up, showing the name of the
inserted USB flash drive, while also checking the available, exit the USB device management window, enter

"Computer" and the inserted USB flash drive will be displayed. As shown below:

Select USE dewvices for rer X

—

) |‘.f » Computer » - | #,|

ST

C T P T
QNN Lomputer

Select USB devices to redirect

janize System properties Uninstall or change a program Map network drive Ope \_f' SanDisk Cruzer Glide 3,000 B

Eia 4 Hard Disk Drives (1) e SIEHREHEE s otias

B Desktop Local Disk (C:) -:- SIGMACHIP USE keyboard
& Downloads w

= Recent Places ARGk et IR xtlose

4 Devices with Removable Storage (2)

Libraries Py CENTOST ()

B ¥ i 3 -

ﬁ ::::nents = e W 352 GE free of 14.5 GB |

= Pictures

OE e
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The above figure shows the USB devices that have been successfully redirected;

In a production environment, users often need to disable USB storage devices.

Enter "SPICE connection settings", select "Policy 1" in "USB policy", and select the corresponding USB storage
device in "USB Class"; "Vender ID" and "Product ID" enter "any"; "Action" choose "Deny" Click Save. As shown

below:

IISE Rules:

USE Clazs Yendor 10 Product 1D Action
\fhﬂulesl: 08 Mazs Storage wi  lany any Allow =
Fules2: - -
Rules3: - b
Fulesd: - -
Fulesh: - -

Log in to the virtual desktop again and click "USB Device Selection". The USB device will not be displayed.

2.2: SRP protocol and SSO single sign-on( only support oVirt or RHEV)

The SRP protocol is directly converting the SPICE protocol to the RDP protocol. If you select "SRP Protocol"
to save and log in to the virtual desktop again, you will use the RDP protocol to connect to the virtual desktop,
but still use the SPICE USB redirection function. This RDP version RDP7.1/8.0/8.1/10

SSO single sign-on is when you use the SPICE protocol to log in, you automatically enter the account

password to log in, and there is no need to log in twice.

Redirect:

» |ISE Redirect ' fudio Redirect

Single Sign (n SRP
.3

Permizsion: [ 1
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3: VMware settings

For Horizon view virtual desktop users, Horizon View Client supports virtual desktops released with VMmare

Horizon view 6 or above.

(1) Vmware PCOIP client settings
Click "Connection Settings" and click "VMware" to enter the "VMware PCOIP Connection Settings" interface to

create a new connection. As shown below:

Connect Settings

2 oA W @

V‘.Iware Citrix Microsoft Redhat Huawei Firefox
Item Mame MIT Type Server Addrezs AutoConre:
172,16, YMuare PCOIP Client Settings
172,.18)
172,16 FCOIF Client Settings
172,186 Iten Mame: AutoConnect
WiewServers || Autologin
lzername: Hide Toolbar
Fazzword; Domaing
Blast Config: v Enable H2G4 Metwork: () Excellent () Typical () Poor
USE Redirect: ( ) Enable () Disable View Yersioni () 5,2/5,3 () 6,0/7,x
ISE Fules
SE Class Vendor 10 Product II Action
Save Cancel

Function option description:
Connection name: The user sets the name as required.
connect to the server: IP address of the server to be accessed.
Hide the view menu bar: Hide the view menu bar above the desktop. This menu bar provides functions
such as resetting the desktop, viewing USB redirection, and disconnecting.

® USB redirection: In addition to disabling USB redirection on the VMware horizon view platform, USB
redirection can also be disabled on the client. You can also use USB policies to do whitelist management of
USB devices. [ Note: If USB redirection is not available, you need to check whether USB redirection is
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enabled on the Horizon view server, whether USB redirection is enabled on the client, and whether USB
redirection software is installed when the virtual machine is installed with the view agent]

® Blast configuration: Configure H264 connection parameters, If it is particularly useful for Internet access, it
requires horizon view 7 or above to support it;

® horizon view version: View 5.x support is still retained;

(2) Vmware horizon client login verification
By setting up a new vmware connection, After entering the server, account, domain name and other
information, click "Save" and exit, Return to the desktop and click the "Connect" button. The login interface

window shown below appears. Enter your account and password and click "OK". As shown below:

WHMware Horizon Client x

Server Login X

vmware Horizon

Server: (13 bEpst /A172,16,178,55

Uzername?:

Fazzword: ||

Domaing THIMSYS hd

Cancel 0K
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After successfully logging in, users can get a list of available virtual desktops; If the user has access to multiple

desktops, a list of multiple virtual desktops is displayed. As shown below:

WMware Horizon Client x
File Connection 'u'ieﬁ Help
g ||-_@. httpei/ 172,16,128, 25 s Lx

L)

Win?

After the View client logs in, if the user has only one available virtual desktop, the client will automatically

choose to log in to the virtual desktop. As shown below:

File = Connection = View + Connect USE Device + Help = [;] @ @

11:44
2019/12/26

o=
(7 R )
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4: Citrix Receiver settings

For Citrix virtual desktops, Citrix Receiver supports virtual desktops released with XenDesktop 7.0 or above.

(1) Citrix HDX client settings

Enter "Connection Settings" Click "Citrix" to enter "Citrix HDX Connection Settings" .As shown below:

Citrix HDX Client Settings

HDX Client Setting

Item name:
Url address: | I
Access: (@) Native Client
Username:

Password:

Options:
« HI¥ Flash Redirect

' llebcam Video compress

USE Rules:
Example: ALLOK:

Rulesl:
Rules2:

Rules3:

Browser Cert Client Cert

Function option description:
>
>

Browser

Autolonnet

mouset imer;

Domaing

v fAutologin to desktop

v Allow audio-in

PID=001F YID=04B8

Save Cancel

Connection address: The default is http: // IP or domain name / Citrix / Store / PNAgent / config.xml

Login Method: Support "Local Client" and "Browser" two login methods.

® Local client connection address:[http or https]: // IP or domain name / Citrix / Store / PNAgent / config.xml

® Browser connection address: [http or https]://IP or domain name /Citrix/Storeweb

If you need to log in to the Citrix NetScale Gateway to access the virtual desktop, please log in using a browser;
[ Note: When using a browser to log in, you can use the shortcut key: Ctrl + F11 to exit the browser]

[ Note: USB redirection, flash redirection, multimedia redirection and other functions require the corresponding

policies to be enabled on the XenDesktop server to take effect.]
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(2) Citrix receiver login verification
Citrix receiver Login verification improves user desktop security, In the "Citrix HDX Connection Settings"
window, the password can be left blank. The user will be prompted to enter the password before logging in. If
you want to log in automatically every time you turn on the computer, you only need to enter the login account
in the "Citrix HDX Connection Settings" interface. Password, domain name click "Save"; The following figure sets
the password to be empty. Click "Connect" on the desktop, and the login verification window will pop up. As

shown below:

REMOTE LOGIM

Welcome
Login vDesktop

llzername: |

Pazswords: |

Domain? Pﬂd@g}

Login Cancel

After successful login, the virtual desktop shown below will be displayed.

(3) Certificate import
Client certificate import

Click "Client Certificate" on the "Citrix HDX Connection Settings" interface to display the "Certificate Import
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Interface". As shown below:

HI% Client Setting

Item names:

Url addressi :

Citrix HOX Client Settings

-r. AutoConnet

impart Cert

L3
Item Cert. Name Action
b BTCTRoot.crt mmﬁ;i;é;mmm
71 Clazs3PCA_GZ_wi.crt Delete
3, Clas=4PCA_GZ_vZ,crt Delete
4, GTECTGlobalRoot, crt Delete
g, Pos3ss_vd,ort Delete
import Exit
Browser Cert Client Cert Save Cancel

® Notes on importing certificates:

1: U disk must be formatted as Fat32 before use, not NTFS. [If the U disk has a boot function, please format the

entire disk or restore all U disk space by making the boot disk. The U disk only retains one partition]

2: The certificate should be stored in the root directory of the USB flash drive.

3: Modify the extension of the certificate. [ For example: test.cer needs to be changed to test.crt]

Insert the USB flash drive and click "USB flash drive import".

[tem

+

+

(A7} I [AN] ra =
*

+

import Cert

Cert Mame

import
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5: Huawei settings

Applicable to Huawei virtual desktop.

(1) Huawei connection settings

Click "Huawei" on the desktop to enter the "Huawei Connection Settings" interface, and enter the address of the

server that accesses the Huawei Cloud Desktop Connection.

Connect Settings

II ‘ L'\. 1 i A
% &>(‘ SPICE gg ‘J Hodify Delete Exit
ViMware Citrix Microsoft Redhat Huawei Firefox
[izm e Huawei Setting J
172,16,128
172,168,128 Huawei Setting
172.16.128 Iten name: |Huauei ¥/ futoConnet
172,16,128 k
Ul addres=: |httpis172,16,128,4
ficcess: () Mative Client
Save Cancel

Select the new connection setting and click "Connect". The Huawei client login verification window will appear.

As shown below:

* }'SetLings

= Address

0

-
HUAWEI

FusionAccess

/7

- e _———
'Lm'ﬁim'rn From Traditional Architecture to Clou:l
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After logging in to the virtual desktop, move the cursor to the middle position above the computer desktop to

view the client USB redirection connection and select the USB redirection device

f O 8 < & @

Home page ARKZ Ctrl+Alt+Del Device Hetwork, Settings
Dlevice X
PSR twirtual machine? i| USB (Client) |
[¥ USE share ¥ Flug-and-Flay
[ USE Dewice
Redirected To | USE Device | Status Yendor Mo, Product Mo,
ﬂ AXEExT2A Connected Bah T72R

Close |

In the login window, check the configuration in "Address Management"

Addres= Manager 9
Server Name Server Address Backup Address
[default] Huawei http:/A172,16,128,4
Edit Server Information x
Server Name: I ¥ Set as default

Server Address: [http://172,16,128,4

J Advanced | 0K I LCancel

Launch | Add | Edit Remowe | Optionz | Help | Quit
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6: Firefox settings

Suitable for browser connection to access virtual desktop or BS-based applications.

Click "Firefox" to enter the "Browser Connection Settings" interface; enter the connection address to be logged

in.

e )

Cornect Settings

D @ ¥, bice | W e B

ViMware Citrix Microsoft Redhat Huawei Firefox

: : x |
Item Ma Firefox Setting :
172,16,

Firefox Setting
172,16,
179,16, Item name: AutoConnet
172,16, Url address: |
Import Cert Save Cancel

[ Note: When using a browser to log in, you can use the shortcut key: Ctrl + F11 to exit the browser]

System settings

1: System settings
Provide system setting options for users to adjust the system configuration for the application

environment. Click "System Settings" in "Virtual Desktop Client" to adjust application environment. As shown

below:
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System option description:

Dlizplay Settings

Rezolution

Power Settings

Standbyz

Audin
audio-out:

Printer Settings

Port:

Port:

Language:

é Manage E

-

-

minute

Het-tools

w | Color (ualitys:

L)

Suzpends

- audio-ing

fode

Mode

Pazzword Settings

L

Pazsword:

Re-Enter:

Time

Setup

* | minute

Network Settings
Device Name:
NetType: (@
MAC Address:
Address Type?
IP Address:
Subnat;
Gateways:

INS Serverl:

INS Serverd:

Modify

Wifi Settings
551D%

Encrypt:
U=zer:

Paszword:

003018530237

L)

Exit

> display setting:

® VvV o o

Power settings:

Fesolution:

Auto

TouchSorg

Power Setd

Standbyz

Audio
audio-out

1024768
1280720
12801024
13EEx7ES
1440300
1600300
16801050

Support distribution rate:

Support color quality:

(Generally defaults to 0)

13201080

|EDIDP Dualit91

H L]
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22 Bit
24 Bit
16 Bit
206 Color

Activate the touch screen: Certain models support machines with touch screens.

Enable dual monitors: Support screen copy and screen expansion, that is, dual screen display output;

standby mode: Setting the standby time allows the system to automatically enter the standby state when

the user has not operated for N minutes, and the system and the monitor enter the power saving mode.

Turn off the monitor: Setting the time to turn off the monitor can realize that when the user has no

operation for N minutes, the system will automatically stop the display output and the monitor will enter
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the power saving mode. (Generally defaults to 0)
Fower Settings

Standby: O w | minute  Suspend: 0O - | minute

Sound management:
® Sound output: Support built-in sound card output and HDMI output (For example when using an external
HDMITV)

® Voice input: Only "built-in sound card" is supported.

Audio
audio—out: Built-in sourw audio-in: Built-in sourw

»  Printer settings:

Thin clients can connect to printers, Supported ports are: "USB", "LPT (Parallel)", "COM (Serial Port)" printers;
used for thin clients to map local printers to servers; In addition, support for setting thin clients to print sharing
with print sharing capabilities A server that allows multiple users to share the printer. [ Note: The printer driver

needs to be installed on the server. The printer on the server cannot be modified by default.]

Printer Settings

7 P51 Port:| LPT Mode
k COM
P52  Port: USE Hode

> language settings:

The system supports "Simplified Chinese", "Traditional Chinese", and "English" languages.

Language?
I EE

R B
# | Englizh

> password setting:
This password setting option effectively prevents users from modifying system settings and connection
settings at will. The default setting is "No password required." When a configuration password appears but you

forget it, you can use a universal password: Unlockme

Pazsword Settings

Set Password * | Mot Password

Pazzwords

Re-Enter:
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Network settings:

Device name: Is the thin client device name, used to identify the device ID used by the user; Printer
mapping or USB flash disk redirection must have a separate device name for each thin client; remote to the
thin client on the unified management platform must have a separate device name for each thin client.

Net Type: Support "Enternet" and "wireless " similar. "Wireless network" is limited by the wireless network
card driver, currently only supports some Intel and Realtek models.

MAC address: The thin client must have a separate physical address.

Address Type: Support "static IP address" and "dynamic IP address" assignment.

[ Users can set a static IP address or automatically assign an IP address for the thin client according to the

application environment]

Metwork Settings
Device Mame: |TCOOL

MetType: (=) Enternet Wireless
HAC Address: Q03018590897
Address Tuype: Static (#) Dynamic

IP Addreszsz:
Subnet
Gateway:

NS Serwerl:

IMS ServerZ:

wireless setting:

Select the wireless setting, you need to enter the SSID and password of the wireless network to be
connected, and you can choose the encryption method.

Encryption mode support:WEP64. WEP128. WPA/WAP2,

[ Note: Must activate or enable "Broadcast SSID", otherwise you cannot connect to the wireless network]

2:

Device Time

Click "Device Time" to display the system time interface to modify the time. After the modification is completed,

click "Save".
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3: Management settings

device time x

k

4 December P 42019 #

Sun Mon Tue MWed Thu Fri  Sat

1 2 3 4 ] B 7
g 3 o 11 12 13 14
1= 18 17y 18 13 2 21
2202 2 ™ L& I
29 30 31

Time Zone: UTCH+E AziadShanghai =

Set time; |10 |43 ;11

How

2019F12523H 10:43:18

Saye Exit

Click "Management Settings" in the "System Settings" interface will display the following figure:

Type:

Update Server:

User:

dnz record to hosts file

.

Example: 172,16,128.1 node,thinvirt,dg

Hanage Settings

zecond {1-30 Second, default 33

(Wersion: ix 20012111608 3 - |

Pazzword;

Re-Enter:

Address type

Pazzwords

sYnc

Time Server:

Mot find network

+

IF Address:

Subnet:

Gateway

+
H

INS Serwerl:

ONS Server2y

ayzinfo

Modify

.

Hanage

Function option description:

Het-tools Time

®  Start wait time : Wait time for running login after thin client startup.

Save

Exit

Apply to be delayed or using a VPN connection to log on to the virtual desktop server, you can modify the
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connection time of 15 seconds or more.

® TimeSync: The thin client automatically synchronizes with the time server after booting, Such as AD server
or NTP server.

® Firmware: The thin client can be upgraded online through the network. It can support manual or automatic
upgrades, and the unified management platform issues upgrades.

® VNC remote control: Remote control of thin clients through VNC viewer tool or unified management
platform; After changing the VNC password, you need to restart the device to take effect. X86 terminal
default password is:12345678;  ARM terminal default password is:888888; Default communication
port:8100.

Control via VNC client software: Need to download VNC client software first, Double-click to run VNC client
software; The following window appears.

V2 VNC Viewer ==
VHC® Viewer VE
VMC Server: | -
Encryption: [Let WMNC Server choose "]

About... ][ Options. .. ]

Enter the IP address of the thin client. You can view it in "Local IP Address" in the "System Settings" interface;
Enter the IP address and add the port number after the address (The default port number is 8100); After setting,

click “connect”. As shown below:

VE VNC Viewer

=]
VNC® Viewer VE

VMC Server:  172.16,17.96;3100 -
Encryption: [Let WMC Server choose V]

About. .. ]l Options. .. ]

Click "connect" to pop up another window and click "continue". After login password appears, you can access the

thin client after entering the password.
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VNC Viewer - Encryption ==

iﬁi Unencrypted Connection

Connecting to: 172.16.17.96:8100

This connection will not be encrypted. Your authentication credentials will be
transmitted securely, but all subsequent data exchanged while the conmection is
in progress may be susceptible to interception by third parties.

If VNC Server is licensed to use this premium feature, consider enabling it. If not,
please upgrade your VNC Server icense,

[7] Do not warn me about this for 172, 16. 17.96:5100 again

VE VNC Viewer - Authentication @

YNC Server: 172,16.17.96:8100
Va Username;

Password:

B X 29 @

|
i Ramote desklop client

Vanion 3 0 {170115)

® PPTP Server:

Currently, only PPTP VPN is used to log in to the intranet. (That is, the access method of logging in to the LAN
through the Internet through a VPN.)

Click Modify in the "Management Settings" interface, select "PPTP Server Address", and enter the server address,
account, and password in the corresponding boxes; Check the "Auto Dial" setting is complete, and then click

"Save"; As shown below:
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Wik PPTP Server:: || AutoDialing

Pazzward:

After selecting "Auto dial", the thin client will automatically run the VPN connection when it is turned on; Or

press Ctrl + Alt + A to invoke VPN connection; As shown below:

PRTE VPN Dialing... *

FFTP VPN Disling :

Please click *Connect® login to VPRSarver Connect Dizcornect |j

® Dns record to hosts file:
It is suitable for use without a DNS server to interpret the host name.
[ Example: Host domain name:engine.thinvirt.dg+ IP address:172.16.128.200; Click "Modify" and select "Record
1". Enter in the corresponding box :172.16.128.200 engine.thinvirt.dg] You need to restart the client after the

setting is completed to take effect

5

dnz record to hosts file
V! Recordl: |172,16,128,200 engine,thinvirt,dg Gat
|| Record2; | O e
INS Sers

Example: 172.16,128.1 node,thinvirt,dg

zyzinfo Save

® System info:
Display the current hardware parameters and system version, Mac address, |P address, resolution and other

information. As shown below:
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05 Version:
Processor:
RAM:
Frequencyt
Graphics:
Storage:
MIC:
Sounds
Qptz:

05z
kernel:

Firmware:

Devhame

Resolution:

IP Address:
MAC Address:

Activate:

vwiezktop Licenes:

4: Network Ping Testing

zystem info x

h

Enterprize Edition

Intel{R} Celeron{R} CPU HN2305 @ 1,4BGHz
19578380k E

DDRIII 1G600Mhz init freq

Intel Corporation Dewvice OF31 {rew Oal

Dizk Adewd=da; 16,0 GEB

Fealtek Semiconductor Co, . Ltd, RTL8111/81E3E PCI
Intel Corporation Device OF04 {rew Oad

zzed, =z=ed, sszed, ssed,l, ssed.?2

Thinlhx Linux

Lirw: 4,16,18

2012111811

TCooL

19201080
172,16,128,188
DOEZEIZXEZFL

activated

authorized

The tool mainly tests the current network communication situation, Such as testing the network communication

between the thin client and the server.

Hozt or IP Address:

127,0.0,1

MWetwork Ping Testing

time{Seconds) (D ﬁ Ping Exit,
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